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Abstract

We introducelock allocation an automatic technique that takes a

multi-threaded program annotated witomicsections (that must
be executed atomically), and infers a lock assignment frimbay
variables to locks and a lock instrumentation that deteesiimhere

each lock should be acquired and released such that tha-resu

ing instrumented program is guaranteed to preserve atiynaiod
deadlock freedom (provided all shared state is accessgauithin
atomic sections). Our algorithm works in the presence ofteos
and procedures, and sets up the lock allocation problend-ddBP
which minimizes the conflict cost between atomic sectionsenh
simultaneously minimizing the number of locks. We have inpl
mented our algorithm for both C with pthreads and Java, amd ha
applied it to infer locks in 15K lines of AOLserver code. Out@:
matic allocation produces the same results as hand arovtdtr
most of this code, while solving the optimization instanegthin

a second for most programs.

Categories and Subject Descriptors: D.3.3 [Programming Lan-
guages]: Language Constructs and Features.

General Terms. Languages, Algorithms.

Keywords: atomicity, lock inference, ILP.

1. Introduction

Shared memory concurrency, where multiple threads acbessd
data structures, is a pervasive programming model for pialtn-
teracting computational tasks. Accessing shared dataucamtly
introduces the possibility of synchronization errors, ethbccur
when the interleaved execution of multiple threads causess-

sumptions by a thread on the shared state to be modified unpre

dictably. Correct programs must therefore ensure nomfarence
at program points that access shared state. The non-itecteas-
sumptions are formalized through the notioreddmicity[8, [7]. If

a piece of code is atomic, then any interaction between thdé ¢
and the steps of all other threads is guaranteed not to cltarge
observable behavior of the program: for every possiblyrietsed
execution, there is an equivalent execution where the atoode
executes sequentially.
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Atomicity is an application-level specification. In praj the
programmer intent of atomicity is often ensured throughrtieeh-
anism of mutual exclusion monitors larcks The programmer ex-
plicitly acquires and releases locks to synchronize adwesisared
structures while trying to maintain maximum parallelisnvieen

| tasks. When correctly employed, locks ensure shared de¢sses

occur atomically. However, locking is notoriously diffitub get
right—mistakes can lead to data races and non-atomic emasut
or result in over conservative lock placement, which mayigig
cantly diminish the benefits of concurrency or even causdidela
We presentock allocation an automatic algorithm that takes a
program annotated with atomicity specifications, axfdrsa suit-
able set of locks together with their placement in the codé soat
with this lock placement, the resulting code is guaranteeplré-
serve atomicity and prevent deadlock (under the assumtian
all global variables accessed within atomic sections alhg ac-
cessed within atomic sections). The lock allocation atgarimust
balance the tension between ensuring atomicity (for exarbgl
maintaining one global lock that is acquired before eaclmato
section and released at the end) and maximal concurrencgxfo
ample by maintaining a different lock for each global valésdnd
acquiring locks for all variables accessed in an atomideecand
low cost (each lock variable, acquire, and release operasumes
a certain cost). We set up the problem as a constraint opttioiz
problem. In particular, we designate a boolean variabjeto be
true if theith global variable is assigned théh lock, and set up
constraints to ensure each global variable is assigned smrke
We then attempt to minimize the conflict cost (a measure of the
loss of concurrency incurred if an atomic section is waitimga

_lock currently held by another atomic section) between &t@ec-

tions, and the number of locks used, simultaneously. Theltres
ing optimization problem is &-1 ILP, for which extremely effi-
cient solvers (through reduction to boolean SAT) are alel{d].
The solution is dock assignmerthat assigns a lock to each global
variable. As we demonstrate, the lock allocation decisiamblem

is NP-complete, hence the reductiontd ILP is asymptotically
optimal, and as our experiments demonstrate, practicHibiemnt.
Given a lock assignment, our placement algorithm is sinbdau-
tolocker [14], a system that takes both atomic section atinots
and lock assignments, and places locks to ensure atomicity a
deadlock freedom. Our optimization scheme can be seénfers
ring the Autolocker lock assignment annotations.

We extend the basic lock allocation algorithm to deal witlnpo
ers and functions. In the presence of pointers, we use zaltgti
computed points-to relation, and add additional consisaim en-
sure that whenever two program lIvalues are aliased at rug, tim
their assigned locks must also alias at that point in the i@t
Further, we add constraints that ensure that for every dvéis as-
signed lock is in scope when the Ivalue is accessed. Additign
we use a statically computetependency relatiothat places an
edge between two abstract locatidnsnd!- if there is an atomic
section that accessés beforel, along some program execution.



The dependency relation is then used to put in additionadtcaimts
that remove cyclic dependencies between locks (that cahttea
deadlocks).

We have implemented the lock allocation scheme both for C
programs using the pthreads thread library and for Javeramnug
For our experiments, we have used about 16K lines of code from
the AOLserver web server, that was annotated with atomitosec
by the developers of Autolocker, and inferred lock assigmsér
the variables. Our inferred lock assignments are (almaegaya)
identical to the manual locking inserted by Autolocker. tm® of
these examples, one can obtain better locking manuallydiiziieg
certain Ivalues cannot be aliased at run time. Since we ut#ia s
flow insensitive points-to and dependency relation, ounigtigm is
conservative. Increasing the precision of the analysis ist&rest-
ing orthogonal problem. However, as our experiments detrates
for many useful programs, programmers use simple lockiagi-di
plines that can be automatically inferred.

Related Work. In the programming languages contekd, [7] intro-
duced type and effect systems to check atomicity in Javargnag)
While we usepessimistior synchronization based schemes to en-
sure atomicity, there is a lot of work on ensuring atomiditgotigh
optimistic concurrency control that uses a combinatiorogfjing
and rollback[[8[ D12, 18]. The problem of race and deadlaek d
tection has received a lot of attention from static/dynaamalysis
[6[19,[20] and model checkin@111] communities.

Recent work has focused on either inferring atomic sections
given lock assignment§][6], or given atomic sections an#l ks
signments, instrumenting the program with locks to enstomi
and deadlock free execution]14]. Our work is dualltb [6]:egiv
atomicity specifications, we infer locking mechanisms tewa
atomicity. Independently/[10] also considers the locloedtion
problem. Unlike our optimization-based algorithm, thégaithm
considers the points-to graph, assigning locks to abdtaations
and unifying lock names based on a dependency relation draebs
locations. It is difficult to incorporatguantitativecost measures
(measuring the cost to acquire/release a lock as well asiatonfl
costs) in their scheme. Further, their scheme only prodglésal
locks, whereas (as we illustrate later), our optimizati@mfework
can actually infer locks local to structures (that are inSéed with
a different lock per instance of the structure) in some caBess,
our algorithm can be more precise.

2. Lock Optimization

We introduce the lock allocation scheme on multi-threades p
grams with global integer variables. In the next section,addi-
tionally handle references and aliasing.

Multi-threaded Programs and Atomicity. For the remainder of
this section, we fix a seX = {x1, ...,z } of global integer vari-
ables in a multi-threaded prografh We assume that a set of code
blocks A = {A;,...,A,} of P are annotated astomic sections
by the programmer. For eag¢he {1,...,n}, letaccess(4;) C X
be the set of global variables accessed in bldgk

The intent is that each atomic sectiexecutes atomicalliy P.
Intuitively, when a blockh executes atomically i its interaction
with other threads does not change the overall program bahav
for every interleaved execution @f in which b is executed, there
is an equivalent execution whebeexecutes uninterrupted by the
other thread<7.18].

Lock Allocation. Atomicity is typically ensured by protecting ac-
cesses to shared variables with locks. Given a set of ldckdock
assignments a mapping\ : X — L, assigning a lock to each
shared variable. For an atomic sectién e A, the setocks) (A;)

of locks required byA; is the set of locks assigned to all variables

accessed im;:

locksy (A;) = U {A(x)}

zEaccess(A;)

)

To ensure atomicity ofd;, P acquires each lock € locksy(A;)
before the first variable protected bis accessed, and only releases
£ upon exitingA;.

The use of locks to protect shared variables may induce ctsifli
between atomic sections acquiring the same lock: the execat
an atomic section will be delayed until the locks it requieze
released by the atomic sections of other threads. For eachipa
A; of atomic sections, lefost(7, j) be a penalty incurred wheA;
and A; conflict (e.g., an approximation to the time one procedure
must wait for the other to release a lock). Témnflict costof the
lock assignment\ is the sum of the conflicts over pairs of atomic
sections sharing some lock:

conflicty (A) z cost (i, 7)-d(locksx (Ai)Nlocksx (A;)) (2)

1<i<j<n

whered(S) = 1if S # 0, andd(S) = 0 otherwise.

The lock allocation optimization problerasks to find a lock
assignment\ : X — L for a minimal set of locksl such that
the conflict cost is minimized. These are conflicting requieats:

a singleton lock set and the lock assignment mapping eadblar
the only lock clearly minimizes the number of locks, but dams

a high conflict cost, while a one-to-one map from variables to
locks always achieves the optimal conflict cost, but redalthe
maximum number of locks.

Formally we model the optimization problem as a multi-
objective minimization problem. First we notice that thenmu
ber of locks to can be bounded B |; we fix a set of locks
L ={t,...,4;}. Foreach paii,j € {1,...,k}, we introduce a
0-1 variablea;; which takes the valué if and only if global vari-
ablex; is assigned lockK;. We then represent the number of locks
and conflict cost by terms over these variables. The totabeurof
locks used by an assignment is

1Ll = (\/ ay),

@)
j=1 i=1
while the conflict costonflict(a) for an assignment is
Z cost(i, j) - \/ \/ a - \/ Amk 4)
1<i<j<n k=1 |x;€A; Tm €A,

(whereVv denotes boolean disjunction). The lock allocation opti-
mization problem is then

min conflict(a)
min |L|
Sh jai; =1 foreachi € {1,...,k}.

The constraints maintain that each variable is assignectig>ane
lock. A solution of the optimization probleni](5) induces @Ko
assignment; ifa;; = 1 appears in the solution, then variahte
is assigned lock;. Since each variable is assigned one lock, the
induced assignment is a total function. For a prog@mve use
Opt(P) to denote alock assignment induced by an optimal solution
to the lock allocation optimization probleh 5.

As might be expected, the corresponding decision problem,
which attempts to find a lock allocation with less than or étuia
locks, with a conflict cost less thdn is NP-complete.

Q)

S.t.

PropPosITIONL. Lock allocation is NP-complete.

Proof: A nondeterministic polynomial-time algorithm guesses a
lock allocation and checks the conflict cost and the numblkerobi



global balance, name;
atomic bl { access(balance); }
atomic b2 { access(name); }

a(balance, 1) A a(name, 1)
min cost (b1, b2) - \%
a(balance, 2) A a(name, 2)
s.t.
a(balance, 1) + a(balance, 2) =1
a(name, 1) + a(name,2) =1
(a(balance, 1) V a(name, 1))+
(a(balance, 2) V a(name,2)) < m

Figurel. (a) Source program, (b) Constraints fdocks

are less than the input bounds. We show NP-hardness by i@auct
from graph coloring. Given a grapf = (V, E) with n nodes
and a number of colorg, we produce a program with global
variables{z, | v € V} andn atomic section§ A, | v € V'} such
thataccess(A,) = {x,} forall v € V. For each edgéu, v) € FE,
there is a conflict cost + 1 betweenA, and A,, and for each
pair (u,v) ¢ E, there is a conflict cosl betweenA,, and A,. If
the graph can bk-colored, then there is a lock allocation with less
than or equal td locks, such that the conflict cost is less than
On the other hand, if the graph cannotieolored, then there are
two atomic sections receiving the same lock and the confiist is
at leastt + 1. m|
Although the optimization probleni](5) is multi-objectivach
non-linear, a0-1 integer linear programming (ILP) is achievable
with some manipulation. Since the number of locks is bourtded
the number of variables, one instead pdsegtimization problems
{p1,...,pr}inwhich onlyconflict(a) is minimized, and each,,
has the additional constraint

>

k
(6)

aij) <m,
1

stating that the number of locks is less than or equabt&econd,
given the nonlinear objective function and the nonlinearstxint
@), we perform the following general transformation. Facke
expression of the fornv,caa we introduce a new variable, 4
to replace it, and add the constraints

ZaGA a 2 ava and ZaEA a S |A| TavA. (7)

Finally, we replace each monomip],, . , a with the new variable
ay 4, adding the constraints

Yoaca@> Al apa and 3> 4 a—apa < (JA] - 1)(.8)
ExampLE 1: Figurel(a) shows a program layout with two global
variablesbalance andname, and two atomic sections accessing
balance andname respectively—we assume that each atomic sec-
tion can be executed by concurrently running threads.tinaly, if
a single lock is used, both variables must share it; on therdthnd
when using two locks it is advantageous to assign each Veuitzb
own lock. Figurddl(b) shows problem instange € {p1,p2} of
the ILP corresponding to the source program in (a). The fivet t
constraints ensure the variableslance andname each receive
exactly one lock, while the third limits the total number otks
to m (where, agaimn can bel or 2). The boolean disjunctions in
the third constraint are removed by adding two variableandys,
replacing the third constraint withh + y2 < m, and adding the
constraints (as required by Equat[dn 7):

y1 < a(balance, 1) + a(name, 1) < 2y;
y2 < a(balance, 2) + a(name, 2) < 2ys.

Locking Instrumentation. Let A be a lock assignment to the vari-
ables X of the programP. We instrument the progran® with
acquire andrelease Statements that take and release locks. We
use atwo-phasdocking scheme113] that acquires all locks before
releasing any lock. We use the notatiBy to refer to the program

P instrumented with the acquisitions and releases of lockerde

ing to \. In particular, immediately before each access to a vaiabl
x € X is placed the statemeatquire (A(z)), and upon exit of

an atomic section are placed the statemertase (A(x)), for
eachz € X. The semantics of these statements are respectively
to obtain the lock\(x) if it is not yet held by the current thread,
and to release\(z) if it is held by the current thread, and the cur-
rently executing atomic section is the only one on the caltlst
This instrumentation ensures the following.

THEOREM1. [Soundness] Let P be a multi-threaded program
over global integer variablesX with atomic sections4, and
Opt(P), an optimal solution to the lock allocation problem fBr
For eachA € A, the blockA executes atomically ifope(p).

3. Lock Allocation with Pointers
We now extend the basic technique to programs with pointers.

3.1 Lvaluesand Aliasing

Lvalues. A record type is a set of pairsf, 7) where f is a field
name, andr is the (integer or record) type of. Records are
represented in the standard way: a record value is a refetere
heap structure that stores the values of its fieldslvalueis a term

of the formz for some integer or record-valued variable declared in
the program, or a field access of the foonf wherev is an Ivalue
whose record-type contains the field nafnéhe set of all Ivalues
which appear in a program’s text is denotedhls.

Our analysis generates lock assignments to protect ascesse
to records, individual fields of records, and global vagasblThe
back-end of our analysis augments each record with a sysiehn |
resource which is acquired and released with the assodaatkidg
primitives; the acquisition and releasing of locks is alsserted
into the target program as described in Section 2. A lock lisda
local if it is a field of a record type, and globally-scoped static
locks are calledglobal. Local locks protect individual instances
of a record or field. On the other hand, if a record or field lealu
is assigned to a global lock, all instances of that recoitd/fiee
protected by the same lock.

May- and Must-Aliases. For every pair of lvalues; andv, of a
programP, we say that; andv2 aremay aliasedf there exists
some execution of such thatv; andwv. point to the same heap
location at some point along the execution. We say thand v
aremust aliasedf along every execution ofP, v; and v, point

to the same heap location, whenever both the Ivalues areedefin
There are several techniques for statically computing @masive
approximations of the may and must alias relations fromekedf
the programili].

ExAMPLE 2: Dynamic Names In figure[2(a) we have a simple
classSum computing a series of additions with the expected values
thl.sl.sum = 300 and thl.s1l.num = 100 upon the exit of
main. This condition is only guaranteed when the methaid

is executed atomically, as there are otherwise race conditbn

the increments ofhis.num andthis. sum: an interleaving where
threadthi reads the value afhis. sum, then threadh2 reads and
updates the value, and finalth1 updates the value, results in the
“lost update” symptom observed frooh1. a



class Sum {
int num = 0, sum = O;
void add(Sum s) atomic {
this.num += s.num;
this.sum += s.sum;
return;
¥
static class SThread extends Thread {
Sum s1, s2;
public void run() {
int count = 50;
while (count > 0) {
s1.add(s2);
count--;
}r}
static void main(String[] args) {
SThread thl = new SThread();
SThread th2 =

new SThread();
thil.s1 = th2.s1 = new Sum();
thl.s2 = th2.s2 = new Sum();
thl.s2.num = 1; thl.s2.sum = 3;

thi.start(); th2.start();
}}

this@Sum.add()

Imua
this@SThread.run().s1 3}

s@Sum.add()

must

this@SThread.run().s2

class Sum {

int num = 0, sum = O;

final Lock lock = new ReentrantLock();

void add(Sum s) {
this.lock.lock(Q);
this.num += s.num;
this.sum += s.sum;
this.lock.unlock();
return;

}

class Sum’ {

static void main(String[] args) {
SThread thl = new SThread();
SThread th2 = new SThread();
thil.s1 = th2.s2 = new Sum();
thl.s2 = th2.s1 = new Sum();
thl.sl.num = thl.sl.sum = 1;
thi.start(); th2.start();
}}

Figure 2. (a) Concurrently executing threads in than module (b) Must-aliases @&um (¢) The rewritterSBum program, protected by locks

(d) A similar programgum’, in danger of deadlock

3.2 Constraints

LetLvals = {v1,..., v} be the set of Ivalues of a multi-threaded
program P. In our framework, each Ivalue; has an associated
local lock resourcel; associated with the runtime object referred
to by v;. In addition, a se{g1, ..., gx } of globally-scoped, static,
global lockresources are available for allocation, making the en-
tire set of locksLocks = {¢1,..., 0k} W {g1,...,gk}. Let# :
Locks — {1,...,2k} be a one-to-one lock-numbering function.
In the same spirit as sectifh 2, we introduce-a variablea; s,
which takes the valug if and only if v; is assigned locK.

strainf12 is avoided). The ILP constraints due to aliasimglaus:

Qthis@add,t = QAs1,0, for all £ € Locks.

In figure[2(c) we show the program generated due to the lodsnag
signment whereahis@add ands@add (and thusthl.s1, th2.s1
andthi1.s2, th2.s2, respectively) are both assigned the instance
lock of this@add. a

Since locks can be associated with runtime references, vgé mu
also ensure that any assigned lock is accessible from eeepes
in which the respective Ivalue is accessed. For each Ivaluand

As@add,t = As2,¢

As before, each Ivalue must be assigned a lock, thus demandseach local lockl which is inaccessible from some atomic section

the constraint for each; € Lvals:
Say 1
j

In the face of reference based lock allocation, we maintaén t
invariant that whenever two Ivalues are aliased at run titmeir
protecting locks are also aliased. We approximate thisrigang
with the following constraints. For every pair of Ivalues and
v;, Which mustbe aliased during program execution (i.e. they are
aliases, and are always aliased when accessed), and ekéhvax
have the constraint

9)

iy 0 = Qingie- (10)

In the case that may-aliaseg andv;, may not be aliases at some
point of access, we have the constraints

Qiy#g = Qig#g (11)
for each global loclg, and
iy 40 = Qg0 = 0 (12)

for each local lock?. Constraint[IP) conservatively ensures the
invariant holds by prohibiting local locks to protect lvakiwith
indefinite aliases.

ExampLE 3: [Local Locks] Since the Ivaluesthis@add and
s@add of figure[2(a) have only must-aliases (see fidlre 2(b)) they
can be safely protected by local locks (the application ai-co

Ainwhichv; € access(.A) we have the constraint
(13)

Preferring the assignment of a local lock to a global lock cor
responds to reducing the possibility of atomic sectiondlimtimg
during program execution. For example, the parallel executf
the same atomic section is possible if only local locks acpiged,
and the accessed instance data are not aliased. This ptefere
treatment can be achieved by giving a higher cost to glolwdslo
than local locks, or by making use of specialized featuresbfers,
such as special ordered séfs [3].

Qip = 0.

THEOREM2. [Soundness] Let P be a multi-threaded program
with atomic sectionst, andOpt(P) an optimal solution to the lock
allocation problem forP. For eachA € A, the blockA executes
atomically in Pop(p).

3.3 Avoiding Deadlock

When the set of variables and locks can be statically detexuhi

as was the case in Sectibh 2, we can avoid deadlock by imposing
a linear ordering on the set of locks. In the presence of eefsrs

and aliasing, the set of locks is determined dynamicallycaBse
locks can be associated withstancesof program variables (as
opposed to a single lock governing every instance of a viajiab
the target program has the possibility of deadlock, as EiaiR3
demonstrates. We say a progrds deadlock-freef every multi-
threaded execution d? avoids deadlock.



int[]l g = {0, 0 }; 4. Experiments

V°:.Ld 1nc<b°°1eal,1 b) atomic {, Implementation. We have two implementations of the lock allo-
if (b) gl0]++; else gl[1]l++; : . .

cation algorithm:jla for Java programs anella for C programs.
The Java versionjla, is coded in Java, using the Polyglot compiler
framework [1T7]. The C version;1a, is coded in Ocaml and uses
the CIL [1€] infrastructure for C programs. Both tools usenMi
isat+ [4], a pseudo-boolean optimization solver, that eotsvthe
0-1 ILP to a boolean SAT instance. In our experiments, we asdigne

ExAMPLE 4: Deadlocks Figure[2(d) shows another program con- the following costs to locks and conflicts. Each conflict waeg

}

Figure3. Where alias-precision can make a difference

currently performing additions. In this example, the tli®ah1 a costl. Each global lock was given a cadtand each local lock
and+th2 are accessing the twgum objects in reversed roles. The @ COstl. Instead of solving a sequence of optimization problems,
Ivaluesthi.s1 andthi.s2 are aliased tahis@add and s@add, we minimized the sum of the conflicts and the sum of the totat lo
respectively, whileth2.s1 andth2.s2 are aliased t@@add and costs. We experimented with a set of different cost heasstiut

this@add. If the competing threads were to each take one lock the above simple heuristics provided lock assignmentsviese
(the lock ofs@add, for example) before either took a second lock, Similar to manually coded locks in most examples.

the program would deadlock as neither thread can acquisedts Nested Atomic Sections. Atomic sections may transitively call
ond lock. Any sound lock assignment must assign the samedock methods containing other atomic sections. A lock obtaimed i

s@add andthis@add to prevent this possibility. a nested atomic section cannot always be safely released anthof
To deal with lock ordering in this situation, we analyze the that section—the same lock may be re-obtained by anothézches
temporal relationships between protected accesses aekval section under the same parent, potentially violating attgniTo

) ] ) ) ) avoid this issue, we usetao-phasdocking discipline[13]. Locks
Accessed-Before Relation. The ordering on locks is obtained via  are obtained when the associated Ivalue is first accesseatebnot
anaccessed beforelation specifying data dependencies on lvalues released until the outermost atomic section finishes. Topsaach

in the atomic sections. Formally, for two Ivalues v; € Lvals, we guarantees atomicity and has been used by other locking gath
saywv; is accessed beforg if there exists an atomic sectiohand as Autolocker[[TH].

a control-flow path inA such that (1), is accessed on the path,
(2) v1 is then possibly modified (e.g., by a write to an Ivalue that
may aliasv:), and finally (3)vs is accessed after the modification.
We can combine the aliasing information with a traversalhaf t
control-flow graph to obtain a conservative overapproxiombf

the accessed before relation. If the access graph is aeyelican
order the Ivalues of the program linearly by a topologicat &b

the access graph. If not, we can order the SCC dag of the graph
linearly.

Microbenchmarks. We ran both the C lock allocator and the Java
lock allocator on simple string buffer and hash table exasplhe
string buffer example was a simplification of Java’'s Strin§Br
class. We found local locking assignments that, togeth#r auir
use of two-phase locking, removed the atomicity violatioesent

in Java’s StringBuffer class and reportedlih [7].

The hash table example, like thiashtable class provided
by Java’s collection framework, uses an array of linket!fisck-
ets. However, due to methods likesize that copy the array,
Ordering constraints We can enforce a linear ordering (and hence our allocator assigns a single global lock for the hash kiscke
the absence of deadlock) by addimglering constraintso the ILP. of Hashtable. Theresize method changes the number of hash
Let Deps be an access graph of the progrédmWe take a linear buckets by allocating a new bucket array and re-hashingnailes
ordering determined by the scc dag of the dependency graph, a to the new set of buckets, resulting in a cyclic dependenaphyr
add constraints that state that an Ivalie a non-trivial scc cannot A hand-implemented lock assignment would be better, asgign
be assigned local locks for any lvalue in its own scc or in @ sc  |ock for each array element. This is left as future work.

succeeding itin the linear order. AOL Server. We also ran the C lock allocation on a larger
. ) . program—thensd module of AOLserveri]2], an open source web-

THEOREM3. Let P’ be a multi-threaded program with atomic Sec-  geryer in production use at AOL and other companies. Thel-deve

tions A, and Opt(P) an optimal solution to the lock allocation opers of Autolocker had annotated the program with atontckd,

problem forP. Po,(p) is deadlock-free. as well as assigned, to each global variable, a unique latkptio-
tected it. In our experiments, we ignored the lock assigrismyemd

3.4 Precision used the atomic annotations to infer a lock mapping and <orre

The imprecision of the underlying alias (and dependencgjyaes ~ SPonding placement. We ran each file intise module separately.

can cause our lock allocation scheme to infer sub-optimalstil This was sound because the global variables were withinchyges

sound, locking assignments. Example 5 illustrates one higyean ~ Of the individual files. We test two hypotheses about lockaat

happen. tion: first, many real programs use very simple locking gikees

that should be automatically inferable; and second, owralgn
performs efficiently in practice.

The results of the AOLserver experiment are summarized in
Table[1. The experiments are more a validation of the sdiiabi
of the approach rather than to demonstrate particularlycate
locking behavior. In the AOLserver module considered, nfibes$
had very simple lock assignments, all of which were equivaie

ExAaMPLE 5: The procedureinc of figure[3 simply increments
one of two counters, depending the value of its argunterAn
alias analysis which considers every cell of an array afiageuld
force our lock allocation scheme to assign the same lock to bo
cells, despite that it's sound in this case to assign sepdoaks

to each. This allocation causes an unnecessary conflictebatw

callers invokinginc (true) andinc(false). = the assignments synthesized by our lock allocation alyoritThis

We have also assumed that any two atomic sections can executesupports our claim that in many cases, a simple locking setiem
concurrently. Further static analysis to discover whiamat sec- enough to ensure atomicity and this can be automaticalgried.
tions may actually execute in parall2l]15] would improve tien- In most cases, the lock allocation algorithm runs in a few sec
erated locking assignments, since any constraints arfisingsec- onds. The constraint generation phase is slow: we have & naiv

tions which cannot execute in parallel may be safely prunesi/a loop that runs in timeD(a>L?) wherea is the number of atomic



File LOC | Lvals Atomic | Variables Constraintd| Generate Solve Total | Locks  Autolocker
cache 1571 71 10 171551 671068 82.64 0.44 9593 [ 1 1
callbacks 580 | 29 7 10883 40860 1.19 0.07 2.56 1 1
dns 522 | 10 2 388 1189 0.02 0.001 0.53 1 1
driver 1640 | 26 7 5099 18145 0.390 0.130 15.8 2 2
encoding 835 | 15 1 241 327 0.01 0.001 1.02 1 1
fd 311 7 2 218 674 0.010 0.001 0.44 1 1
info 734 6 2 157 449 0.001 0.001 0.65 1 1
listen 318 | 22 3 3915 14152 0.36 0.02 1.07 1 1
log 914 10 1 111 146 0.01 0.01 1.04 1 1
tclenv 296 | 6 1 43 57 0.001 0.001 0.6 1 1
tclfile 1292 | 21 5 7338 28142 1.64 0.06 1163 | 1 1
tclhttp 578 12 4 749 2528 0.05 0.06 1.71 1 1
telinit 1434 | 6 1 43 53 0.001 0.001 2.62 1 1
tclvar 1052 | 144 11 1350007 5337645 2294.46 23.73 2399.0 4 2
sockcallback 559 | 13 5 1328 4668 0.09 0.02 1.02 1 1
urlspace 2153| 15 6 1291 4589 0.19 0.01 3.96 2 1
unix 568 20 4 3830 14053 0.32 0.02 1.08 1 1

Table 1. Experiments on aolserver. File gives the name of the fileémtd module. LOC is lines of code. Lvals is the number of lvalue
names considered by the lock allocation. Atomic is the nurobatomic blocks in the code. Variables and constrainte e total number
of 0-1 variables and the total number of constraints in the ILP.eB&te is time in seconds to generate the ILP from the codge$®time

in seconds taken by Minisat+ to solve the ILP instance. Tistdle wallclock time in seconds for the analysis. Locks &rlimber of locks
inferred by the analysis and Autolocker gives the numbeocitd$ provided as Autolocker instrumentation.

blocks andL the number of Ivalues. Notice, for example, that the [5] C. Flanagan and S.N. Freund. Type-based race detedialata. In

largest example (tclvar) takes almost 40 minutes. Howexesn PLDI 00, pages 219-232. ACM, 2000.
though the generated ILP is very large, the constraint sadvex- [6] C. Flanagan, S.N. Freund, and M. Lifshin. Type infererice
tremely fast, taking 24s on this largest example, and ugteling atomicity. InTLDI 05, pages 47-58. ACM, 2005.
less than 1s. This is because many of the accessibility dasirad [7] C. Flanagan and S. Qadeer. A type and effect system famiatty. In
constraints severely restrict the possible assignmeetsng many PLDI 03, pages 338-349. ACM, 2003.
variables to0) so that boolean constraint propagation in the SAT [8] J. Gray and A. Reuter. Transaction processing: Concepts and
solver is very effective in pruning the search space. TechniquesMorgan-Kaufmann, 1993.
The lock assignments were similar to those manually spdcifie  [9] T. Harris and K. Fraser. Language support for lightwetghnsactions.
in the original program except for two cases, tclvar andpate. In In OOPSLA 03pages 388-402, 2003.
tclvar, there are two functions with static variables thatéhanged [10] M. Hicks, J.S. Foster, and P. Pratikakis. Lock infeeeficr atomic
to global variables by CIL. These variables are assigneki|by sections. INTRANSACT '062006.
our algorithm, but Autolocker did not associate locks witlege [11] G. Holzmann. The Spin model checkéEEE TSE 23(5):279-295,
variables, probably because these would not be modifiedallpk 1997.
Further, the lock allocation for tclvar finds an instancessfic [12] S. Jagannathan and J. Vitek. Optimistic concurrencyasgics for
lock: it associates a lock with each structure of tueket(which transactions in coordination languageslriti. Conf. on Coordination
contains a hash table that is protected by this lock). Thelaoker Models and Language&NCS 2949, pages 183-198. Springer, 2004.
annotations do the same. [13] D. B. Lomet. Process structuring, synchronizationd aecovery
In urlspace, there are two global variableglspace and using atomic actions. lhanguage Design for Reliable Software
nextid that are assigned the same lock by the annotations in Au- ~ Pages 128-137, 1977.
tolocker. As these variables are accessed in separatecatooks, [14] B. McCloskey, F. Zhou, D. Gay, and E. Brewer. Autolocker

Synchronization inference for atomic sections. P®PL 06 pages
346-358. ACM, 2006.

[15] G. Naumovich, G.S. Avrunin, and L.A. Clarke. An effictealgorithm
for computing MHP information for concurrent Java progranhs
FSE 99 pages 338-354. ACM, 1999.

our algorithm assigns distinct locks to them. However, dgoa
rithm found an optimal solution that assigned the local lnokn-
inally associated witluirlspace to nextid and vice versa. Thus,
the lock assignments found by the solver can be counteitiirgu

(though sound). [16] G. Necula, S. McPeak, S. Rahul, and W. Weimer. CIL: imtediate
Acknowledgments. We thank Bill McCloskey for forwarding the Language and Tools for Analysis and Transformation of C Rimg.
Autolocker annotated files to us. In CC '02, pages 213-228, 2002.
[17] N. Nystrom, M. Clarkson, and A. Myers. Polyglot: An Ertgble
Compiler Framework for Java. I@C '03, pages 138-152, 2003.
[18] M.F. Ringenburg and D. Grossman. Atomcaml: first-clagsnicity
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