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Abstract

We study the access control integration problem for web
services. Organizations frequently use many services, each
with its own access control policies, which must interop-
erate while maintaining secure access to information. The
integration problem is to take the set of such services and
to find a globally consistent access control policy that en-
sures that the system composed from the services does not
have any authorization failures or information disclosures.
We give a sound and complete algorithm for access con-
trol integration by reducing the problem to Boolean con-
straint solving. We have implemented ROLEMATCHER, a
tool to infer global role-based access control schemas for
a set of services, and show on examples that it can quickly
infer global roles for composed systems, or determine the
absence of a globally consistent role schema.

1 Introduction

A key function in any enterprise security infrastructure
is access control, which specifies the valid ways in which
users can access resources and perform operations. Role-
based access control (RBAC) is a frequently-used access
control mechanism for enterprise systems [10]. In RBAC,
roles represent functions within a given organization; au-
thorizations for resource access are granted to roles rather
than to individual users. Users “play” the roles, acquiring
the privileges associated with the roles, and administrators
grant or revoke role memberships.

While RBAC provides an elegant and scalable access
control mechanism for a single system, organizations fre-
quently deploy many interacting applications, each with its
own RBAC policy. These individual policies must be inte-
grated into a global policy for the organization. For exam-
ple, web portal applications combine content from several
back-end services in a single web interface. Portal frame-
works generally provide their own RBAC policy enforce-
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ment, which must be configured to be consistent with the
individual applications displayed on the portal. Currently,
this global access control policy is designed manually, and
this is both labor intensive and error-prone. The goal of our
work is to automate this process.

In particular, we develop an algorithm that computes, if
possible, a global RBAC policy from the RBAC policies of
the different applications, such that the following incompat-
ibilities cannot occur:

o In the processing of a request, a service in one compo-
nent may call other services in different components.
Even though the user had access rights to the original
service, they might not have access to the called ser-
vices, leading to indirect authorization errors. Such
errors are difficult to prevent through testing, since ac-
cess rights are usually assigned uniquely to each user.

e When confidential data is passed between services, the
receiver could potentially disclose that data to users
and services which do not have the necessary access
rights in the source system. This may violate the intent
of the source system’s security policy.

We study the integration problem abstractly by defining
an interface formalism for components that specify both the
roles required to access each service and the other services
that may be invoked by a service, as well as a simple lan-
guage of service invocations. We augment service compo-
nents with information flow that additionally models infor-
mation flow between services. In an associated technical
report [11], we define the operational semantics of this lan-
guage, formalizing indirect authorization and disclosure er-
rors.

Given two components, each with their independent no-
tion of roles, we define global role schemas that consist of
a system-wide notion of global roles, and a mapping from
local roles to (possibly multiple) global roles, such that with
these global assignments of roles to users, there are no in-
direct authorization errors (the global roles are sufficient)
or information leaks (the global roles are non-disclosing).
The global schema inference problem is to find such global
schemas, if they exist. Our main result is a constraint-based



algorithm to infer, given a set of components and the local
role assignments for each component, a sufficient and non-
disclosing global schema that is consistent with the local
roles in each component, if one exists. In addition to re-
quiring sufficiency and non-disclosure, the constraints also
ensure other desired properties: separation, role ascription,
and minimality. Separation ensures that two different roles
from the same component are never merged in a global role
(i.e., local role semantics are maintained). Role ascrip-
tion allows the administrator to specify that certain roles
across components should be merged. Minimality ensures
the principle of least privilege: each global role must con-
tain only required local roles and no extra roles. Our algo-
rithm is optimal, as we show the global schema inference
problem is NP-complete.

We have implemented ROLEMATCHER, a tool for global
role schema inference. Our implementation shows that our
algorithm infers global role schemes within a few seconds
for small examples, and is expected to scale well for large
collections of systems. In addition, we performed a case
study inspired by an industrial problem where an IT man-
agement company wanted to integrate two applications, one
(App A) with a fixed RBAC scheme, and another (App B) in
which the customer builds site-specific roles. For this prob-
lem, ROLEMATCHER can produce, for each customer site,
a globally consistent view for the entire system that unifies
customer-specified roles in App B, the fixed roles in App A,
and the role schemes of any site-specific applications that
the customer decides to install. We hope that our algorithm
will replace the current practice of manual access control
configuration with an automatic integration that guarantees
the absence of indirect authorization errors and preserves
confidentiality.

2 Example

We demonstrate our techniques on a hypothetical health-
care information system at a medical clinic. The clinic has
three applications:

e Clinical management: this application manages the
scheduling of patients and captures the actions per-
formed by doctors and nurses.

e Laboratory information system: this application tracks
the tests to be performed and their results.

e Patient records: this application maintains historical
data about each patient’s health.

Each system provides one or more web services, which ex-
pose a set of callable methods and encapsulates access to
the underlying data and application functionality. These ser-
vices are protected by Role-Based Access Control (RBAC).
A set of roles is associated with each service and with each

Application Service Roles
Clinical Scheduling C:Receptionist,
Management C:Nurse, C:Doctor
C:Doctor
Vitals C:Nurse, C:Doctor
CareOrders C:Doctor
Laboratory TestOrders L:Clinician,
L:Billing
TestResults L:Clinician
Patient PatientHistory P:Clinician
Records

Figure 1. Services used in our examples.

user. To access a service, the set of active roles for the cur-
rent user must include at least one of the roles required by
the service.

Unfortunately, each application has its own RBAC
schema, so integrating these systems requires reconciling
multiple schemas. Figure 1 lists the services provided by
each application and the roles required for accessing these
services. We prefix application-local role names with a
unique letter for each application (C, L, or P). We call the
roles defined within a given application local roles.

Suppose the clinic adds a new web portal which provides
convenient web access across the other three applications
(Figure 2(a)). The application does not store any confiden-
tial data locally. Instead, when the user requests a page, the
portal makes service calls to the other applications using the
requesting user’s login.

Consider the PatientMedData service of the portal
which permits doctors and nurses to see the relevant med-
ical information for a patient. Figure 2(a) shows the ser-
vices called by PatientMedData: the Vitals and Care-
Orders services of Clinical Management, the TestRe-
sults service of Laboratory, and the PatientHistory service
of Patient Records. The CareOrders service, in turn, calls
the TestOrders service to retrieve details of tests that have
been ordered. This service is accessible to users with either
the W:Doctor or W:Nurse roles.

Global Roles. Since each application has its own notion of
roles, it is difficult to determine whether a given user will
have all the access permissions needed to retrieve the data
for each page. This is the global role compatibility prob-
lem: does there exist some global set of roles that represent
sets of local roles from the different applications that can
be used to maintain consistent user to role mappings? The
global role compatibility problem takes as input the applica-
tions and their role requirements, and produces, if possible,
a set of global roles and a mapping from each global role
to a set of local roles such that the following constraints are
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Figure 2. (a) Services of the web portal application. Boxes denote applications with their own notions of roles. Inner boxes show
services available for each application. Directed arrows show other services that are called by a service. (b) Data synchronization
between applications. Wide arrows denote direction of information flow.

satisfied:

1. [Separation] No two local roles from the same appli-
cation should be mapped to the same global role. This
ensures that the semantics of authorization within an
application is not changed by the global map. Other-
wise, administrators will be unable to independently
assign the two roles to users. Also, this restriction pre-
vents degenerate solutions, such as assigning all local
roles from a given application to the same group.

2. [Sufficiency] For each service of the web portal appli-
cation, services that it (transitively) calls must include
all of the global roles required by the web portal ser-
vice. Thus, if a user has any one of the required roles
for the PatientMedData service, they will have a re-
quired role for each called service. This ensures no
indirect authorization failures.

3. [Ascriptions] Administrators may optionally specify
sets of local roles that must map to the same global
role. This permits the representation of semantic con-
straints specific to an application domain.

A global role mapping is the minimal mapping which satis-
fies the constraints: if there are no calls combining two roles
on separate systems, then the roles should be mapped to
two separate global roles. For example, the C:Receptionist
and L:Billing roles are unrelated to each other or any other
roles through calls. Thus, they should be mapped to unique
global roles. Minimality ensures a form of least privilege —
a global role mapping should not give users any more access
rights than strictly necessary to accomplish their objectives.

Note that a given local role can map to more than one
global role. This may occur when one system has a less
precise security model than the others. In our example, the
Laboratory system has only a clinician role for both doc-
tors and nurses, while the Clinical Management application
distinguishes between doctors and nurses. By requirement
1 above, we need to maintain two separate global roles for
doctors and nurses. If the Vitals service of Clinical Man-
agement is used in conjunction with the TestResults ser-
vice of Laboratory, we need to map Clinician to both of
these global roles.

Global Schema Inference. We solve the global schema
inference problem by formulating it as a Boolean con-
straint satisfaction problem. Notice that requirement 1 con-
strains W:Doctor and W:Nurse to be in different global
roles (Constraint (1)), and similarly C:Doctor and C:Nurse
must be in different global roles (Constraint (2)). Since
PatientMedData invokes CareOrders, the set of global
roles for PatientMedData must be included in the set of
global roles for CareOrders (Constraint (3)). To reflect
the idea that doctor and nurse roles should be common
across applications, we add an ascription to force the roles
W:Doctor and C:Doctor to map to the same global role
(Constraint (4)) and, similarly, an ascription to force the
roles W:Nurse and C:Nurse to the same global role (Con-
straint (5)).

It turns out it is not possible to find a mapping which sat-
isfies all these constraints. From Constraints (1) and (2), the
Doctor and Nurse roles within each service must be mapped
to different global roles. Constraint (3) forces C:Doctor to



Global Role | Local Roles

G:Doctor W:Doctor, C:Doctor,
L:Clinician, P:Clinician |(a)

G:Nurse ‘W:Nurse, C:Nurse,

L:Clinician, P:Clinician

Global Role | Local Roles

G:Doctor C:Doctor, P:Clinician, (b)
L:Clinician

G:Nurse C:Nurse, L:Clinician

Figure 3. Role Mappings: (a) Separation, sufficiency, and ascription constraints (b) With information flow

map to both W:Doctor and W:Nurse. However, this vi-
olates the ascription constraints, as W:Nurse should be
mapped to role C:Nurse. Thus, our initial portal design
does not admit global role schemas. With a tool to infer
global role schemas, we can catch such problems at design
time rather when users are assigned to roles and attempt to
use the system (as common with ad hoc approaches to ac-
cess control integration).

Now consider an alternative design of the web portal
where we split the PatientMedData service into two ser-
vices: PatientMedDataD, which contains all the data from
the original PatientMedData, but is only accessible to the
W:Doctor role, and PatientMedDataN, which does not in-
clude data from the CareOrders service, and is accessible
to the W:Nurse role. In this case, we obtain the (global)
role mappings from Figure 3(a) that maintains consistent
global authorization across applications.

Roles and Information Flow. We now extend the role
mapping algorithm in the presence of information flow. If
one application keeps a copy of protected data from an-
other application, it must control access to this copied data.
Otherwise, a user that does not have access to the original
application may be able to retrieve the same data through
the target application. In our example, the Patient Records
application maintains an archive of data from the Clinical
Management and Laboratory applications. Thus, Patient
Records must deny access to any users which do not have
access to both the Clinical Management and Laboratory ap-
plications.

As shown in figure 2(b), the Patient Records applica-
tion is populated with data in the following manner. The
DataSync process periodically calls the Vitals and Care-
Orders services to retrieve patient clinical data older than
a certain age, saves this data to the PatientHistory service,
and then deletes the original copies from Clinical Manage-
ment. This DataSync process runs as a super user on both
systems, and thus does not have any issues with accessing
the appropriate services. The TestResults service period-
ically connects directly to PatientHistory as a super user
and saves any new test results since the last update. Finally,
as with the web portal example, the CareQOrders service
makes a call to the TestOrders, but only relays the resulting
data to its caller, without saving it locally. When comput-
ing the global roles for this scenario, we enforce the same
properties as listed before. In addition, we want to ensure

that the users which can access the target service of a data
synchronization are always a subset of the users which can
access the source service. To implement this, we use sets
of roles as a proxy for sets of users and thus add a new re-
quirement:

4. [Information Flow] Whenever data flows from one
service to another, the target service’s global roles
must be a subset of the source service’s roles.

This ensures that the target service provides at least the
same level of access control for the data as its originating
service. Note that information may flow in the opposite di-
rection as a call (e.g., the calls to Vitals and CareOrders by
DataSync).

For the data synchronization scenario, we obtain the fol-
lowing additional constraints for the doctor and nurse re-
lated roles from information flow considerations:

1. From the information flow from Vitals to PatientHis-
tory, the global roles for P:Clinician must be a subset
of the global roles for the set { C:Nurse,C:Doctor }.

2. From the information flow from CareOrders to Pa-
tientHistory, the global roles for P:Clinician must be
a subset of the global roles for C:Doctor.

3. From the information flow from TestResults to Pa-
tientHistory, the global roles for P:Clinician must be
a subset of the global roles for L:Clinician.

If we solve these constraints to find a set of global roles,
we obtain the mapping from Figure 3(b). Note that this
mapping shuts nurses out from accessing the PatientHis-
tory service (by excluding role P:Clinician) — it exposes
data from CareOrders, which is only visible to doctors. A
naive mapping of roles that allows both doctors and nurses
to access PatientHistory would subvert the access controls
applied to CareOrders. This could be a serious issue, vio-
lating privacy regulations (such as HIPAA) and opening the
system to abuse.

3 Semantics of Roles

We now define an interface describing an application’s
services, the roles which may access each service, and the
possible outbound calls made by each service.

3.1 Services

Let Names be a set of web service names and Users a set
of users. A web application A = (Roles, Services, Perm)



consists of a set of roles Roles, a set of services Services,
and a user permission mapping Perm : Users — 2Roles
from the (global) set of users to subsets of roles in Roles.
A (web) service S = (n, R, C, M) in Services consists of a
name n € Names, a subset of roles R C Roles denoting the
required permissions to call n, a set of called service names
C C Names, and a mapping M : C — 2% from the ser-
vices in C' to subsets of R. We write A.Roles, A.Services,
and A.Perm to refer to the roles, services, and user maps
of A, respectively, and for a service S, we write S.n, S.R,
S.C, and S.M to reference the components of a service. We
assume that there is exactly one service with name n, and
we write Svc.n for that service. With abuse of notation, we
identify a service S with its name S.n, and say, e.g., that a
service n is in an application A.

The required roles are disjunctive — one of the roles
must be held to call the service. The mapping M repre-
sents a more precise subset of the roles known to be active
when calling a service.

A system Sys consists of a set of applications, where we
assume that the services and roles of the applications are
pairwise disjoint. With abuse of notation, we speak of a ser-
vice or role in a system for a service or role in an application
in the system. Thus, we speak of a service S € Sys if there
is an application A € Sys such that S € A.Services. We
write AllRoles = U4esysA.Roles for the set of all (local)
roles in system Sys.

We say that a system Sys is well-formed if, (a) [service
names are unique] for each n € Names, there is at most one
service S in Sys with S.n = n, (b) [all called services exist]
for each application A € Sys, each service S € A.Services,
and each called service name n € S.C, there exists an
application A’ € Sys and a service S’ € A’.S such that
S’.n = n. We say that a system has non-redundant roles
if no two roles are assigned to the same subset of the ser-
vices, formally, if there does not exist an application A and
roles 1,72 € A.Roles such that for all services S € A.S,
we have 1 € S.Riff ro € S.R. Well-formedness and non-
redundancy are syntactic checks, and henceforth we assume
all systems have both properties.

Accessibility and Sufficiency. Let Sys be a system, S a
service in Sys, and u € Users a user. A call to S is accepted
by Sys if S.R N A;.Perm.u # (). Otherwise, the call is
rejected. Intuitively, a call to service S by user w is accepted
if the user has at least one of the roles required to execute
the service.

For a system Sys, the function rolesOf Users —
2AlIRoles mans each user u to the set of roles available to
u, that is, rolesOf.u = Ugesys A.Perm.u. A set of services
Services is accessible to a set of roles R if for each service
S € Services, there exists an r € R such that r € S.R.
Similarly, a set of services Services is accessible to a user
u € Usersif Services is accessible to rolesOf .w. In this case,

all calls by u to any service in Services will be accepted;
however, transitive calls made by these services may cause
authentication failures.

We wish to ensure that if a call is accepted by a system,
no further authorization errors can occur. This is provided
by the stronger notion of sufficiency. We say that a set of
roles R is sufficient if, for every user u with rolesOf.u = R
and service S accessible to R, a call by user w to service S
will not result in an authorization error. A system is suffi-
cient if for all users u € Users, we have that rolesOf.u is
sufficient.

3.2 Role Compatibility

For systems with a single application, sufficiency can be
checked by a dataflow analysis [19]. In general though,
each application in a system comes with its own notion of
local roles, and a call in application A; to service S in ap-
plication As only provides information about roles in A;
held at the call point, not the roles in application As. Thus,
in order to check sufficiency, we must somehow “convert”
the local roles in each application to a global set of roles.
We introduce global role schemas to do this.

Global Role Schema. Let Sys be a system. A global role
schema Grs = (R, G) consists of a set R of global role
names and a mapping G : R > 2AIRles that maps global
role names to sets of local roles in the system Sys. This
schema guides role assignments for individual users: if a
user is assigned to a global role g € R, then that user must
also be assigned all local roles in the set G.g.

We can also take an existing set of user assignments and
see whether it corresponds to our global role schema. We
say that the assignment of roles {A.Perm | A € Sys} con-
forms to a global role schema Grs if there exists a user to
global role assignment Perm : Users — 27 such that for all
users u

U G.g = rolesOf.u

gEPerm.u

That is, there is a mapping of users to global roles such that
the set of local roles designated by the global role schema
to each user u is exactly the set of local roles rolesOf.u
assigned to the user.

Sufficiency. A global role schema Grs is fully sufficient if,
for each global role g € R, the set of local roles G g is suffi-
cient. Given a user-role assignment that conforms to a fully
sufficient role schema, any service call by an arbitrary user
will either be immediately rejected or execute to completion
without authentication failure.

Separation. A global role schema Grs = (R, G) has role
separation if no two roles from the same application map to
the same global role, that is, for all g € R and A € Sys, we
have |G.g N A.Roles| < 1.



Role separation ensures that the roles of each application
can be assigned to users independently. If multiple roles of
an application appear in the same global role, these roles
are effectively combined, potentially violating the intent of
the original roles (e.g., allowing users access to data they
should not see).

Minimality. Minimality encodes the requirement that a
global role schema should not grant access to more services
than necessary to ensure sufficiency. A set of local roles
R is minimal if it is sufficient and there exists an [ € R
such that any subset of R containing ! is not sufficient.
We extend minimality to global role schemas as follows:
a global role schema is minimal if there exists an injective
mapping i : R — AllRoles from global roles to local roles
AllRoles such that (a) for all ¢ € R we have u.g € G.g, and
(b) any subset of GG.g containing u.g is not sufficient. These
conditions ensure that each global role g has unique local
role which requires the local role set G.g for sufficiency.
Note that there may be more than one minimal global role
schema.

Global Schema Inference. The global schema inference
problem (GSI) takes as an input a system Sys and asks if
there is a minimal global schema Grs which has separation
and is fully sufficient. We omit the details of the following
theorem (see [11]).

Theorem 1 GSI is NP-complete.

4 Constraint-Based Inference

We solve the global schema inference problem through
Boolean constraint solving. First, notice that, due to our
minimality requirement, the number of global roles is at
most the total number of roles in AllRoles. Although each
local role can be in one or more global roles, each global
role must be sufficient for at least one local role. If the num-
ber of global roles is larger than the number of local roles
AllRoles, then global roles can be eliminated while still en-
suring a sufficient global role for each local role.

We generate a set of global roles that include a local role
in the following way. Fix a global role g. For each local
role r € AllRoles, we define an atomic predicate 79 which
is true if the role r is included in the global role g and
false otherwise. The predicates r9 satisfy the following
constraints.

1. [Separation Constraints] No two local roles from the
same application should be mapped to the same global
role. That is, for each A € Sys, at most one local role
r € A.Roles can be in g. Thus, for each application
A € Sys, we have (considering each 79 to be a 0-1
variable) > cARoles ™! < 1,01 equivalently,

A AN v

A€ESys r1,r2€ A .Roles,r1 #ro

2. [Sufficiency Constraints] The sufficiency constraints
dictate that for each service S and each service ¢ €
S.C called from S, if one of the roles in S.M.c is
mapped to the global roles g, then one of the roles in
Svc.c. R must also be mapped to g. That is,

AN CV M=V

A€Sys S€ A.Services r€S.M.c #E€Sve.c.R

) (1)

Let ¢sys be the conjunction of the constraints from Equa-
tion 1 and Equation 1. Clearly, ¢sys is polynomial in the
size of Sys. A satisfying assignment for ¢ is a function
mapping each r9 to true or false such that ¢ evaluates to
true.

Theorem 2 Let p be a satisfying assignment to ¢sys. Then
the set of roles {r | p.r¢ = true} is a global role which is
fully sufficient and has role separation.

Given the constraints, we can find a global group con-
taining local role r by conjoining ¢s,s with 9. We place
in the group the set of local roles which are assigned true
in a satisfying assignment for this constraint. This set of
local roles R; may include roles which are not required for
sufficiency. We can then compute a new set of local roles

2, which does not include extraneous roles, in polynomial
time. We start with R; = {r} and iteratively add roles from
‘R back into the group, as needed ensure sufficiency of the
services accessible by the current RI/-

To construct a global role schema G, we iterate through
the set of local roles AllRoles, finding a global role group for
each local role. If there is no satisfying assignment to ¢sys A
r9, where r is one of the local roles in AllRoles, we stop with
no_solution. The complete algorithm for global schema
inference may be found in the technical report [11].

Theorem 3 If global schema inference returns a global
role schema G for Sys, then G has role separation, is fully
sufficient, is minimal with respect to the role signatures of
Sys, and each local role appears in at least one global role.
If global schema inference terminates with no_solution
for Sys, then no such global role schema exists for Sys.

Solving ascribed roles. The administrator can specify a
subset R’ of local roles such that there must be a global role
g with R" C G.g. The above algorithm does not address
these role ascriptions. To extend it for ascribed roles, we
define the following constraints.

o [Ascription Constraints] For each

{r1i,...,ri},weaddr{ — r§ — ...

ascription
- .

We first solve for each of the ascribed roles, conjoining
the associated ascription constraint with ¢s,s. When we re-
move redundant roles from ascribed groups, we start with



an R; which includes all the roles associated with the as-
cription. After solutions are found for each ascribed group,
we then solve for the remaining roles without any ascrip-
tion constraints. Note that we permit ascribed groups to be
extended as needed to achieve sufficiency. If all local roles
are ascribed, then the problem is reduced to global schema
checking, rather than global schema inference.

5 Services with Information Flow

We now extend our results to services and systems where
we model flow of sensitive data between applications. We
must now ensure that information that can only be accessed
under some role constraints is not “disclosed” to applica-
tions that do not hold the required roles.

To model information flow, we extend the services to in-
clude a directed information flow graph. Thus, a service is
now a 5-tuple (n, R,C, M, I), where (n, R,C, M) are as
before, and I C (C U {n, Caller;, }) x (C'U{n, Calleryy: })
is a set of pairs of service names (or the special symbols
Caller;;, and Caller,,; denoting the entry and exit points re-
spectively of a caller of the service). A pair (ny,n2) € I
represents an information flow from n; to nse, which may
occur when the service is called, and self-links of the form
(¢, ¢) are not permitted. The information flow graph models
two forms of information flow: synchronization, where data
from one service is saved in another service, and disclo-
sure, where data from a service is made available to callers
of a (potentially different) service. Given a service S and
callee ¢ € S.C, the callee-to-self link (¢, S.n), represents a
synchronization of data from service ¢ to S. The callee-to-
caller link (¢, Caller,,) represents a disclosure of data from
cby S.

Synchronization and disclosure are distinguished from
benign non-disclosing transfers, where a service moves data
between two other services without saving or disclosing it.
Callee-to-callee and caller-to-callee links, where there is no
additional link from the source to the current service or its
caller, are all non-disclosing.

Information Flow and Non-disclosing Global Schema.
Informally, we say that a global role schema Grs is non-
disclosing for a conforming user assignment, if it does not
permit the disclosure to a user v € Users of data originating
at a service S for which the user does not have access. This
is the requirement that a user cannot subvert access control
rules by exploiting information flow between services.

A global role schema Grs is non-disclosing if there does
not exist services S and S’, a global role g, and a user u with
rolesOf.u = (.g such that (a) role g does not have access
to service S: G.gNS.R = (), (b) role g has access to service
S’ G.gnN S'.R # 0, and (c) Flow(S.n, S’.n) is true.

A global information flow (GIF) graph I, for a sys-
tem Sys is a directed graph constructed from the lo-

System Num | Num | Num | Max | Time
sves | calls | grps | pred | (ms)
portall 8 5 N/A 96 4
portal2 9 8 5 92 5
data_sync 8 5 6 69 5
it_mgt 7 6 5 94 5

Figure 4. Performance results for ROLEMATCHER

cal information flow graph of each service. For each
service .S, the GIF graph has the set of nodes S.C' U
{S.n, S.Caller;,,, S.Caller,+ }, consisting of a node for each
service called by S, a node S.n for the service S itself. The
set of all nodes in I, is the disjoint union of the set of nodes
for each service. To distinguish a node v from service S, we
write S.v. For a service S, we create an edge (S.vy, S.vg) if
(v1,v2) € S.1. For different services S and S’ (with names
n and n’), we create the following additional edges:

e S sends to S”: there is a link (S.n,S’.Callery,) if
(n,n’) € S.I (service S sends data to S’) and
(Caller;y,,v’") € S’.I for some v'.

e S’ requests from S: there is a link (S.Caller,y, S’.v)
if (n,v) € S’.I and there is a v’ with (v', Caller,,;) €
S.I.

We can now define a static version of (dynamic) infor-
mation flow, based on the global information flow graph:
StatFlow(S.v, §'.v') is true if there exists a path in I, from
S.v to S’.Calleryy:. This function is an over-approximation
of Flow: Flow(n,n') implies StatFlow(n, n’), but it is pos-
sible to have a path in the global information flow graph that
is not feasible due to authorization errors. However, there is
no loss in precision if the role schema is sufficient.

Theorem 4 [Disclosure] Given a sufficient global schema
Grs for system Sys, for any two services S and S’ in Sys,
Flow(S.n, S".n) iff StatFlow(S.n, S’.n).

To compute global role schemas that are non-disclosing,
we conjoin additional constraints with ¢ss to ensure only
permitted information flow. For each pair of services S, .S’
such that StatFlow(S.n, S".n) is true, we add the constraint:

(\V =\ ™.
reS.R 7€S’.R

With these extra constraints, the global schema inference al-
gorithm returns global schemas that are also non-disclosing.

6 Experiences

We have implemented ROLEMATCHER, a tool to infer
global role schemas. Our tool takes as input a textual rep-
resentation of the Sys definition described in section 3. It



produces a global role schema via our constraint generation
algorithm, using the MiniSat [8] satisfiability solver to re-
solve the boolean constraints.

Figure 4 summarizes the results of running our tool on
several small examples, using a Dell PowerEdge 1800 with
two 3.6Ghz Xeon processors and 5 GB of memory. The
“Num svcs” and “Num calls” columns represent the total
number of services in the system description and the total
number of service calls, respectively. “Num grps” lists the
number of groups in the inferred schema (or N/A if no so-
lution was possible). “Max pred” is the size of the largest
predicate passed to the solver and “Time” the elapsed time
in milliseconds. portall and portal2 correspond to
the clinic web portal of Figure 2(a), data_sync corre-
sponds to the data synchronization example of Figure 2(b),
and it_mgt represents the case study described below.
Since the problem is NP-complete, the use of an exponential
procedure is inevitable. Even though the algorithm involves
SAT solving, this has not been a bottleneck. This is because
the constraints are a combination of 2-literal clauses (for
separation) and Horn clauses (for sufficiency), and Boolean
constraint propagation and unit resolution heuristics in a
modern SAT solver are particularly tuned for these types
of clauses.

Case Study. To further evaluate our approach to role inter-
operability, we considered a real-world scenario described
to us by an industrial colleague. An IT management ap-
plications company had several independently-developed
products from companies it had acquired. The company
wished to integrate these applications (including their secu-
rity models) in order for customers to use them as an end-
to-end solution to their IT management needs.

We focused on two applications in the company’s prod-
uct line. The IT System Management (ITSM) application
includes modules for incident, problem, and change man-
agement, as well as a database to track a company’s hard-
ware and software assets. The Patch Management applica-
tion gathers an inventory of the patches currently installed
on the company’s computers and manages the application
of new patches. The integrations between these systems
are straightforward: the patch inventory data should be in-
cluded in the ITSM asset database and the application of
patches should be controlled via the ITSM change manage-
ment module.

Both systems use role-based access control, but with
very different role models. The Patch Management appli-
cation has a very simple model with three fixed roles: User,
PowerUser, and Admin. The ITSM application allows sys-
tem administrators at the customer to define their own roles
and mappings to data/service access permissions. Thus, it
is not feasible for the application vendor to ship a fixed role
mapping. Using ROLEMATCHER, we can extract role in-
terfaces from the ITSM system’s role metadata and infer a

global role schema as a part of application deployment and
configuration.

7 Related work

Access control for web services. The eXtensible Access
Control Markup Language (XACML) [9] defines an access
control policy language for web services which is flexible
enough to express many access control models, including
RBAC [1]. However, XACML policy definition and en-
forcement are not tied to the underlying access policies
of individual services. Thus, while clearly a useful tool
for defining security policies, XACML does not address
the basic issues addressed by global role schema inference.
XACML policies could be generated from a global role
schema. This would enable centralized enforcement while
avoiding the problems associated with two independent pol-
icy layers.

Access policy languages that can reference the past his-
tory of service invocations have been proposed [20]. Like
XACML, these languages use a centralized approach to pol-
icy specification and enforcement. In order to reason about
access policies across systems, the administrator must pro-
vide a role mapping. Thus, it can be used as a layer on top
of global schema inference.

Other approaches to ensuring access control constraints
are possible, e.g., in situations where multiple providers
for a service are available, a broker can dynamically select
among the available providers to satisfy security require-
ments [4].

Other standards address orthogonal issues to access con-
trol: Security Assertions Markup Language (SAML) pro-
vides a framework for querying authentication and autho-
rization statements across security domains, WS-Security
defines how encryption and digital signatures may be ap-
plied to web service messages, and WS-Policy establishes a
format for services to advertise their security requirements.

Theory of access control policy interoperation. Interop-
erability of ACL (Access Control List) based security mod-
els have been studied before [12]. The desired interoper-
ation between systems is specified as a set of accessibil-
ity links between principals of the individual systems and
a set of restrictions between principals. Similar to GSI, it
is shown that finding a maximal subset of the accessibil-
ity links, such that the security constraints of the individual
systems are not violated, is NP-Complete. A similar result
holds for the interoperation of partial order based security
models [3].

Role mapping. A role-based access control policy may be
seen as an abstraction of an underlying ACL security pol-
icy. Role mapping [13, 21] attempts to find this abstraction
automatically by finding a minimal set of roles for a single



system which captures the underlying relationship between
users and the resources they may access. [13] shows that
this problem is NP-Complete and provides algorithms for
both full and approximate solutions.

Role mapping may be extended to address the interoper-
ability of RBAC systems. In this context, it is assumed that
an inter-system call will include the set of underlying per-
missions required on the target system. Inter-domain role
mapping (IDRM) attempts to find the minimal set of tar-
get system roles which satisfy the requested permissions
[7, 5]. [2] presents a static version of IDRM where roles
are directly mapped between systems. Links between roles
are determined by grouping similar objects across systems
(e.g., accounts, insurance claims, etc.) and then linking their
underlying permissions (e.g., access to accounts on system
A implies access to accounts on system B). Mappings be-
tween roles attempt to satisfy as many of these links as pos-
sible while avoiding the subversion of the individual sys-
tems’ access policies. This problem is formulated as a sys-
tem of integer programming constraints.

When inferring a global schema, we use each service in-
terface’s set of called services as a proxy for required access
permissions. This is appropriate and necessary for systems
whose internals are encapsulated by services. Our approach
globally optimizes the role mappings to minimize the num-
ber of mappings needed while preserving interoperation.

Static analysis of RBAC systems. Pistoia ef al [19] de-
scribe a static analysis for roles within a single Java En-
terprise Edition application. This analysis checks for three
types of errors: indirect authorization errors, redundant role
definitions, and the subversion of an RBAC policy by ex-
ploiting unchecked intra-component calls. Our work can be
viewed as extending these static checks across systems.

Information flow. There is a lot of work in static program
analysis to compute information flow [15, 16]. This work
has inspired the use of decentralized information flow se-
curity in programming languages [16], operating systems
[14], and web service compositions [17]. Rather than use
information flow as the access control mechanism, we use
information flow to inform a standard access control policy,
leveraging the use of existing RBAC infrastructure. Our in-
formation flow constraints can be viewed as an instantiation
of the standard lattice model [6] by defining a lattice whose
elements consist of sets of global roles, where the top ele-
ment is the set of all global roles and the bottom element
is the empty set. Each service is assigned a lattice element
corresponding to the set of global roles by which it is acces-
sible. If a service B discloses data from a service A, it must
have an element equal to the lattice element computed for A
or an element lower in the lattice. Information flow has also
been studied in the context of RBAC. [18] computes the in-
formation flow for a single system’s RBAC policy due to
two causes: 1) the ability to pass data between two objects

protected by the same role, and 2) the ability to pass data be-
tween objects protected by different roles, when those roles
may be simultaneously activated.
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